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Thailand near bottom of privacy
protection table

New cybersecurity law could be used 'to silence critics', says Comparitech survey of 47

countries
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ONDE : Office of National Digital Economy

DF : Digital Fund

DEPA : Digital Economy Promotion Agency
Dél : Digital Startl]p_ l_n;t_ltu_té -,

Ali 4 : Artificial Intelligence Institute

GBDi : Government Big Data Institute
GDCC : Government Data Center and Cloud Services

ETDA+ : Electronic Transactions Development Agency+
DPA :Data Protection Agency

NCSA : National Cyber Security Agenéy

DCT : Digital Council of Thailand
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Sensationalistic
Journalism

Dickens - “pulling off the
roofs of private houses”

(1850-1890) 100/800,000
to 900/8 millions
(papers/readers)

Gossip

Very small area and
limited by acquaintances

Privacy is a modern product!

Instantaneous Social Media
Photography
Kodak’s Snap Camera Viral Effect
(1884) As of 2018,2.77 billions

worldwide / Facebook
2.27 billions (22 millions)

E.L. Godkin, The Rights of
the Citizen: IV. To His Own

Reputation, 0008
SCRIBNER’S MIAGAZINE, 1890,
at 58—68.
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http://pochp.wordpress.com/2012/08/03/publisher-or-distributor-the-difference/
https://creativecommons.org/licenses/by-sa/3.0/

Privacy as Control over Personal
nformation

personal
information

e Individual
e Society
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EU General Data

Y GDPR X Protection Regulation

25 May 2018
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Singapore

Singapore health system hit by ‘most serious
breach of personal data’ in cyberattack; PM Lee's
data targeted

Atotal of 1.5 million SingHealth patients’ non-medical personal
datawere stolen, while 160,000 of those had their dispensed
medicines’ records taken too, according to MCl and MOH.

EE @ Home | News Sport More - Q
NEWS =
Technology

Facebook fined £500,000 for
Cambridge Analytica scandal

@ 25 October 2018 f & v <

Facebook-Cambridge Analytica data breach

GETTY IMAGES

Facebook's chief executive has repeatedly declined to answer
questions from UK MPs about the scandal

Facebook has been fined £500,000 by the UK's data
protection watchdog for its role in the Cambridge
Analytica data scandal.

Marriott now says 5
million unencrypted
passport humbers were
stolen in Starwood hotel
databreach

Zack Whittaker (]

@zackwhittaker f 3wesks ago

O Sign in The »
Guardian

News Opinion Sport Culture Lifestyle

Business P Economics Banking Money Moaore

~ S hmsam

British Airways

British Airways: 185,000 more
passengers may have had
details stolen

The Telegraph ALL SECTIONS

Sport | Football More ¥

#& - Sport - Football

Exclusive: West Ham could face
investigation after sharing personal
data of up to 200 season ticket
holders in email error

= POLTICO PRO £ 2 &

LATEST: Macron not responsive enough to Yellow Jackets:
poll

| »

Swedish Minister for Home Affairs Anders Ygeman gives an interview after resigning
his position | Ari Luostarinen/AFP via Getty Images

Swedish ministers resign amid data security breach scandal
Citizens’ sensitive personal information may have been leaked.

By MARK SCOTT AND CONNOR MURPHY | 7/27/17, 6:21PM CET | Updated 1/28/18,
10:21PM CET



Customer Touchpoints

Customers
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Meeting & Visit

Mobile Apps
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Level 6: Information
Management &
Security

Level 5: Data
Regulation

Level 3: IP rights in
relation to data

Level 2: Information
Architecture

Level 1: Platform
Infrastructure

e Strategy, Process, Policy, Identity, Authentication
e Standards: PCI DSS, ISO27001, SSAE16, ISAE3402

* Data Protection, Competition Law (Data parity), Cybercrime

» Sector-specific regulations: Financial services, Airlines, Healthcare, Insurance

e Actual data

e Liability ‘in personam’

» Copyright, Database right, Confidentiality, Patents, Trademarks

» Data structure, Design, Schemas, Format

* Data model, Data flows through data entities, Attributes and Interrelationships

 Software: OS, Middleware Business Intelligence & Analytics Applications

e Equipment: Processing Storage, Connectivity

Richard Kemp, Legal

aspects of managing Big

Legal Framework for Big Data Dota, 30 Corurea Lw &

SECURITY REVIEW 482-491
(2014).




LETTER FROM SATYA

Team,

Each one of us shapes our culture through our words
and actions. We strive to build a diverse and inclusive
culture that embraces learning and fosters trust—a
culture where every employee can do their best work.

Making good decisions and ethical choices in our work
builds trust in each other and with our customers and
partners. You should never compromise your personal
integrity or the company’s reputation and trust in
exchange for any short-term gain.

We are more likely to make ethical choices when
integrity, honesty, and compliance guide our decision-
making. We should always be transparent about our
motives, learn from our mistakes, and ask for help when
faced with a difficult situation. | expect leaders and
managers to foster a culture where employees feel free
to ask questions and raise concerns when something
doesn't seem right.

STANDARDS OF BUSINESS CONDUCT

Our Standards of Business Conduct emphasizes the
role that each of us plays in building trust, and the
approach you should take in making decisions. When
we apply these principles in our daily work, we can
move forward with confidence in our ability to make
good decisions that build trust and empower our
customers and partners to achieve more.

Thank you very much.

Satya Nadella



LETTER FROM SATYA NADELLA

OUR CULTURE AND VALUES

HOW TO USE THE STANDARDS
TO MAKE GOOD DECISIONS

SPEAKING UP

TRUST WITH OUR CUSTOMERS
Honor Privacy
Don’t Make Improper Payments
Compete Fairly

TRUST WITH GOVERNMENTS
AND COMMUNITIES

Respect Laws Around the World

Design Accessible Products
and Services

Respect and Promote Human Rights

TRUST WITH EACH OTHER
Foster Diversity and Inclusion

Contribute to a Safe and
Productive Workplace

Avoid Conflicts of Interest

13

19
20
22
23

25

26

29

32
34

36

TRUST WITH OUR INVESTORS
AND THE PUBLIC

Don’t Trade on
Inside Information

Keep Accurate Records
and Contracts

Communicate Accurately
to the Public

Safeguard Microsoft’s Resources

Protect Confidential Information
& Intellectual Property

TRUST WITH OUR
REPRESENTATIVES

Use Trustworthy Representatives

Treat Gifts, Hospitality,
& Travel Responsibly

Choose Suppliers with Integrity

UPHOLDING
THESE STANDARDS

STANDARDS OF BUSINESS CONDUCT

40

42

43

& %

47

48
50

53

56



. SUPREME | Privacy notice

> Home > The Supreme Court Privacy policy

Decided Court Visiting The About The Latest Current
cases procedures Court Supreme Court news cases
> Terms and conditions Prlvacy notice
Site may i
e Introduction
Privacy notice The Supreme Court respects your privacy and is committed to protecting your personal data. This privacy notice will
inform you as to how we look after your personal data when we are performing our necessary functions, when you
RSS feeds contact us, or when you visit our website (regardless of where you visit it from) and tell you about your privacy rights

and how the law protects you.

Twitter policy

Purpose of this privacy notice

Lost prope olic
property policy This privacy notice aims to give you information on how The Supreme Court collects and processes your personal

data through your interactions with us. This includes visitors to this website as well as Court users, job applicants and
visitors to us in person.

It is important that you read this privacy notice together with any other privacy notice or fair processing notice we may
provide on specific occasions when we are collecting or processing personal data about you so that you are fully
aware of how and why we are using your data. This privacy notice supplements the other notices and is not intended
to override them.

Controller
The Supreme Court is the controller and is responsible for your personal data.
We have appointed a data protection officer (DPO) who is responsible for overseeing questions in relation to this

privacy notice. If you have any questions about this privacy notice, including any requests to exercise your legal rights,
please contact the DPO using the details set out below.




Controller
The Supreme Court is the controller and is responsible for your personal data.
We have appointed a data protection officer (DPO) who is responsible for overseeing questions in relation to this

privacy notice. If you have any questions about this privacy notice, including any requests to exercise your legal rights,
please contact the DPO using the details set out below.

Contact details

Data Protection Officer:

Paul Sandles

Email address:

dataprotection@supremecourt.uk

Postal address:

Data Protection Officer

The Supreme Court of the United Kingdom
Parliament Square

London

SW1P 3DB

You have the right to make a complaint at any time to the Information Commissioner's Office (ICO), the UK
supervisory authority for data protection issues ( https://ico.org.uk ). We would, however, appreciate the chance to
deal with your concerns before you approach the ICO so please contact us in the first instance.



The data we collect about you

Personal data, or personal information, means any information about an individual from which that person can be
identified. It does not include data where the identity has been removed (anonymous data). We may collect, use, store
and transfer different kinds of personal data about you which we have grouped together as follows:

« Identity Data includes first name, maiden name, last name, username or similar identifier, marital status, title,
date of birth, gender, as well as images recorded on CCTV.

» Contact Data includes billing address, delivery address, email address and telephone numbers.

» Financial and Transaction Data includes bank account and payment card details as well as details about
payments to and from you.

» Technical and Usage Data includes internet protocol (IP) address, your login data, browser type and version,
time zone setting and location, browser plug-in types and versions, operating system and platform and other
technology on the devices you use to access this website. It includes information about how you use our
website.

« Communications Data includes your communications preferences in receiving updates from us.

Our services are not designed for, or intentionally targeted at, children 13 years of age or younger. We do not
intentionally collect or maintain data about anyone under the age of 13.



How is your personal data collected?
We use different methods to collect data from and about you including through:

Direct interactions. You may give us your Identity, Contact and Financial Data by filling in forms or by corresponding
with us by post, phone, email or otherwise. This includes personal data you provide when you:

» complete Court forms or supply other documents in relation to Court proceedings;
» request communication updates to be sent to you;
» enter a competition or survey; or
» give us some feedback or contact us for another specific purpose.
Automated technologies or interactions. As you interact with our website, we may automatically collect Technical

Data about your equipment, browsing actions and patterns. We collect this personal data by using cookies, and other
similar technologies.

Visitors to the building should also note that CCTV footage is used throughout the building, including within the court
rooms.

Third parties or publicly available sources. \We may receive personal data about you from various third parties and
public sources.



Lawful basis for processing including
basis of legitimate interest

Purpose/Activity Type of data

To produce an accurate record for the
purposes of Court proceedings

To administer and protect our business
and this website (including
troubleshooting, data analysis, testing,
system maintenance, support, reporting
and hosting of data)

Use of CCTV throughout the building and
in its immediate vicinity as well as
broadcast filming in Court

To use data analytics to improve our
website and our services

Distribution of information regarding
Court activities via email

To enable us to process job applications
for vacancies within the Court's
administrative staff

(a) Identity
(b) Contact

(c) Financial and
Transaction

(a) Identity
(b) Contact

(c) Technical

(a) Identity

(a) Technical and
Usage

(a) Communications

(a) Identity

(b) Contact

(a) Performance of a public task

(b) Necessary for our legitimate interests
(to recover debts due to us)

(a) Necessary for our legitimate interests
(for running our service, provision of
administration and IT services, network
security and to prevent fraud)

(b) Necessary to comply with a legal
obligation

(a) Performance of a public task (to
preserve records of court proceedings)

(b) Necessary for our legitimate interests
(to ensure public safety)

Necessary for our legitimate interests (to
keep our website updated and relevant,
and to develop our services)

(a) Performance of a public task
(b) Necessary for our legitimate interests

(for the purposes of ensuring timely and
accurate reporting of Court proceedings)

(a) Performance of a public task

(b) Necessary to comply with a legal
obligation




ADMISSIONS RESEARCH NEWS & EVENTS ABOUT Staff Gateway ~ Oxford Stu

Compliance

HOW WE USE YOUR DATA ~ SUBMIT AN INFORMATION REQUEST xe/RIGISNBYISUISNINI STAFF GUIDANCE ON DATA PROTECTION  AB

A > Policies & statements > Data protection policy
1. Purpose and scope

2. Background

Data protection policy

4. Aims and commitments
' [ 5. Roles and responsibilities
This policy was approved by Council on 14 May 6. Breaches of data privacy legislation
2018, to take effect on 25 May 2018

7. Compliance
8. Further information

Read the University policy on data protection below or view it as a PDF - Review and development

by clicking this link: ' 10. Related policies
University Policy on Data Protection.pdf

Email: dat:
Tel: (0186"



Council

Executive Responsibility

General Purposed
Committee

Data Protection
Officer (DPO)

Internal Compliance

Information Compliance
Team

Heads of
Department (or
equivalent)

Department Compliance

Other processing
for a University
purpose

Individual Responsibility



Governing Bod''/ Audit Comittee

Sen or Management

2" Line of Defence T T 3" Line of Defence

Financial Controller

1%t Line of Defence T

Security

Internal Risk Management
Control

Measures Quality

Management
Controls

Internal
Audit

Inspection

Compliance
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b |

https://www.ferma.eu/app/uploads/2019/02/ferma-comments-dpo-guidelines-art-29-working-party.pdf

DPO as 2nd Line of Defence Model




Four key

issues for
effectiveness

https://www.iia.org.uk/resources/
audit-committees/governance-of-
risk-three-lines-of-defence/

Functional reporting line to the board
or one of its committees.

Properly resourced, including ensuring
a consistently high level of
professionalism and quality based on
the International Standards.

Risk-based approach

Scope should be unrestricted,
including all areas of risk.



Data Subject

v—
v—
-

Data Subject’s
Rights

Data Controller

Data Controller’s
Responsibilities

Data Processor

o

Data Security



Processmg activities Regardless of
relating to

- -
EU establishment Processing locations
- -
EU targets Data subject locations
- -
Monitoring behaviors in EU Citizensgier;i/dgszfnality/

GDPR’s extraterritorial scope
(Art.3)




This Photo by Unknown Author is licensed under CC BY-NC-ND

Google Spain SL and Google Inc. v
Agencia Espafnola de Proteccion de
Datos (AEPD) and Mario Costeja

Gonza

ez (CJEU, Case C-131/12)

“Therefore, if it is found,
following a request by the
data subject pursuant to
Article 12(b) of Directive
95/46, that the inclusion in the
list of results displayed
following a search made on
the basis of his name of the
links to web pages published
lawfully by thirg parties and
containing true information
relating to him personally is, at
this point in time,
incompatible with Article
6(1)(c) to (e) of the directive
because that information
appears, having regard to all
the circumstances of the case,
to be inadequate, irrelevant or
no longer relevant, or
excessive in relation to the
purposes of the processing at
Issue carried out by the
operator of the search engine,
the information and links
concerned in the list of results
must be erased.”



https://cpj.org/es/ataques-a-la-prensa/2015/
https://creativecommons.org/licenses/by-nc-nd/3.0/
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In the light of that objective of Directive 95/46 and of the wording of
Article 4(1)(a), it must be held that the processing of personal data for the
purposes of the service of a search engine such as Google Search, which is
operated by an undertaking that has its seat in a third State but has an
establishment in a Member State, is carried out ‘in the context of the
activities’ of that establishment if the latter is intended to promote and
sell, in that Member State, advertising space offered by the search engine
which serves to make the service offered by that engine profitable.

56

In such circumstances, the activities of the operator of the search engine
and those of its establishment situated in the Member State concerned
are inextricably linked since the activities relating to the advertising space
constitute the means of rendering the search engine at issue economically
profitable and that engine is, at the same time, the means enabling those
activities to be performed.



The Long Arm of the GDPR

Territorial Scope (Art.3)

Data Transfers (Art.44)

Adequacy Decisions (Art.45)

Legal instrument between public authorities

Binding Corporate Rules (Art.47)
Appropriate Safeguards (Art.46) FSElEEEREEIERel=laile iR EITHES

An approved code of conduct

An approved certification mechanism




The key elements of the adequacy decision

e A set of rules (Supplementary Rules) that will bridge several differences between the
two data protection systems. These additional safeguards will strengthen, for example,
the protection of sensitive data, the exercise of individual rights and the conditions
under which EU data can be further transferred from Japan to another third country.
These Supplementary Rules will be binding on Japanese companies importing data from

the EU and enforceable by the Japanese independent data protection authority (PPC)
and courts.

e The Japanese government also gave assurances to the Commission regarding safeguards
concerning the access of Japanese public authorities for criminal law enforcement and
national security purposes, ensuring that any such use of personal data would be
limited to what is necessary and proportionate and subject to independent oversight
and effective redress mechanisms.

e A complaint-handling mechanism to investigate and resolve complaints from Europeans
regarding access to their data by Japanese public authorities. This new mechanism will

be administered and supervised by the Japanese independent data protection
authority.

European Commission adopts adequacy
decision on Japan, creating the world's largest
area of safe data flows

Brussels, 23

January 2019




Article 29 Working Party - Adequacy Referential

Concepts: Personal Data, Processing, Data Controller, Data Processor, Recipient, Sensitive Data

Grounds for lawful and fair processing for legitimate purposes

The purpose limitation principle

The data quality and proportionality principle

Data retention principle

The security and confidentiality principle

The transparency principle (right to be informed)

The right of access, rectification, erasure and objection

Restrictions on onward transfers

Special categories of data

Direct marketing

Automated decision making and profiling

Competent Independent Supervisory Authority

The data protection system must ensure a good level of compliance

Accountability

The data protection system must provide support and help to individual data subjects in the
exercise of their rights and appropriate redress mechanisms



Key Data Protection Frameworks

-

*
*
*

*

~
*

GDPR (EU General Data Protection

*
*
*

Regulation)

*

* |IID *

*

g~ | APEC Privacy Framework and CBPR (Cross-

= gﬂ Border Privacy Rules System)

D



Data Protection Certification is Coming!

edph =

European Data Protection Board

Guidelines 1/2018 on certification, APEC Privacy Framework and CBPR

adopted on 25 May 2018 (Cross-Border Privacy Rules
e uniform and verifiable, SyStem)
e auditable; e BCR (Binding Corporate Rules)
e relevant with respect to the targeted e Accountability Agents
audience

e Members: US, Mexico, Japan, Canada,
take into account and inter-operable with Korea and Singapore

other standards

flexible and scalable for application to
different types and sizes of organisations



PRC Cybersecurity Law (2017)

Guidelines on Multi-Level Protection
Scheme for Information Systems
(MLPS 2.0 Standards 2019)

GB/T 22239 — 2019 Information Security
Technology — Baseline for Multi-level Protection
Scheme

GB/T 25070 — 2019 Information Security
Technology — Technical Requirements of Security
Design for Multi-level Protection Scheme

GB/T 28448 — 2019 Information Security
Technology — Evaluation Requirements for Multi-
level Protection Scheme.

Decision on Strengthening Online
Information Protection, effective from
(Decision on December 28, 2012)

National Standard of Information Security
Technology — Guideline for Personal Information
Protection within Information System for Public

and Commercial Services (2013 Guideline)

National Standard of Information Security
Technology — Personal Information Security
Specification, (PIS Specification 2018)

Personal Information Outbound Transfer
Security Assessment Measures (Draft for
Comment), June 2019

Guideline for Internet Personal Information
Security Protection (2018)
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Situation

Thailand is to start from scratch.

US — EU Privacy Shield
Cross-Border Data Guidelines 1/2018 on certification, adopted on 25 May 2018
Transfer Issues APEC-CBPRs (Cross-Border Privacy Rules System)

EU Adequacy Decision

DPA is adopting GDPR standards.

Data protection are to be ISO/IEC 27001
ISO/IEC 29100

certified and standardized. Erc.
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Scope of Personal Data

Traceabilit
e

Natural Distinguis
hability

Data
Subject

72

Personal e
Data

Sensitive Pseudony
Mous
Data

__

29-Aug-18 TDPG1.0 48
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‘personal data’ means any information relating to an identified or identifiable
natural person (‘data subject’)

birth ZIP

date code

9 *

97% Voters
|dentifiable

Latanya Sweeney, Computational disclosure control : a primer on data
privacy protection, 2001, http://dspace.mit.edu/handle/1721.1/8589



http://dspace.mit.edu/handle/1721.1/8589

Data Risk Level

@ Moderate Serious adverse effect

Severe or catastrophic
adverse effect




Data Risk Level

|dentifiability

Access & Activity

O -
2

Adverse Effects to
Data Subjects

Adverse Effects to
Organization
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Contract

V Consent
Lawful
Vital Interest

B aS | S fo 8 (!.‘ (To protect health and life of data subjects and third

persons)

Processing
(G D P R, Legal Obligations

Art.6)

Public Task
(Usually cases of public authorities)

Legitimate Interest
(Must be balanced between controller’s interest and
data subject fundamental rights)

L >
r|>

uiasa 24




Consent (7376 1)

Research (1)
2IUNTI

Usgninualag Vital Interest (2)

UAUAILN N

Contract (3)
(N3 24)

(Lawful Basis for Public Task (4)

Processing)
Legitimate Interest (5)

Legal Obligations (6)




9IUN3
sgnanealag
UAUA LN KU
(NIR31 24)
(Lawful Basis for

Processing)

“iiligpiuantagadnyaraiinsiuTIuTIiayasIuyARa LAY
TalaTuAnatinganaInanuasiayagIuARS LIk

LWﬂTWUiiﬂ’Jﬁmﬂiuﬁﬂﬂ‘l’ll,ﬂ"d".]ﬂ‘ljﬂ”ﬁi‘lﬂ‘l’l’llﬂﬂﬁ’]iﬂia’]ﬁlﬂ”lﬁﬁli‘ﬂiﬂ
ﬁ]ﬂﬁﬂ’]ﬂlﬁﬁ]mﬂﬂiﬂﬂﬂjuﬁ’]ﬁ’ﬁmu Wiﬂﬂlﬂﬂ’]ﬂﬂﬂ’liﬂﬂﬂ’l’]ﬁ]ﬂﬁiﬂ
ﬁﬂﬁl‘ljﬂD’Iﬁ]ﬂT‘ViNN’W]iﬂ’]iﬂﬂﬂﬂ\i‘}’lmﬂ’]uﬁNLWﬂﬂuﬂiﬂﬂﬁ‘l’lﬁllﬂulﬁiﬂ’lw
ﬂJﬂQLﬁ]’lﬂJﬂﬂJﬂNﬂﬁfJu‘Uﬂﬂﬂ ‘YN‘LL ﬁlqﬂﬂﬂmuﬂiiuﬂ’]iﬂiuﬂqﬂﬂ”l‘l/i‘LLD’I

o) Watlasiutassiuduniudainn 31eme WIAFUNMUDIYAAR

]

(51) L‘IJuﬂ"lﬁ]”ll,‘IJul,Wﬂﬂ”]i‘IJé‘]U[51[51”]Nﬁﬂ]ﬂ]"ﬂﬂlﬁ]”ﬂ]ﬂﬂ]ﬂﬂﬂﬁﬂuﬂﬂﬂﬂ
Lﬂuﬂ'ﬁmmmmwa%ﬁummﬂtuumimummammtmmmmammu

u

qﬂﬂﬂﬂammmﬁmmuu

Lﬂuﬂfliml,ﬂul,waﬂ"ﬁﬂguwmﬂumsmmumsﬂﬁ]l,waﬂiﬂmju
AT UUAILAIUANTALATIUYAAS walfimmiritunstidmng
5ﬁ‘l’ﬂ,D’IJJEI‘IJTW,I,T]Hﬂ%ﬂﬂuﬂjﬂuﬂﬁﬂuﬂﬂﬂﬂ

l1Juﬂ”lii]”lLﬂuLWﬂﬂidIHﬂquﬂHﬂjﬂUﬂ”JHﬂg]ﬁN"IHGIJi’NEJﬂ’J‘UﬂJJGIJﬂJJﬂ
ﬁ”]‘lL‘IJﬂﬂ’ﬂ‘I/ﬁﬂ61]?]\11]ﬂﬂﬂﬁiﬂuﬁmﬂﬂﬂﬂuﬁlﬂﬂjﬂﬂﬂﬂﬂJJleﬂJJﬂﬁ’JuUﬂﬂﬂ

nuumﬂw‘lwumnmmmmmﬂﬂguaﬂﬂﬂﬁnﬁmuwugmﬁiumagﬂ
FIUYARRTIANTIUITDYAFIUYAAR

b) ilwmnlfiemnungrauusigpiuaiaysaInyang”



g1umsligaiaua
1AHHAUAIYNG PN
dufutiayaaanlug

(H1631 26)
(Sensitive Personal

BEE)

Explicit Consent [2s5A 1]

Vital Interest (1)

Social Protection & Non-profit [2)

Manifestly made public 3]

Legal Claims (4]

Preventive or Occupational Medicine [5][n]

Public Health [5)(u]

Health or Social Care Systems [5][f]
Archiving, Scientific or Historical Research [5][v])

Substantial Public Interest [5](9])



Contract & Consent

v

Contract Consent

Necessary for contract Choice of data subject




GDPR
Definition
of Consent
(Art.4)

Can be
withdrawn
without
sanction

Choice to
refuse

Given before
processing

“Freely given,
specific, informed
and unambiguous
by a statement or

by a clear
affirmative action.”

Intelligible
and accessible

Not a
condition of
service,
Separate from
service




Consent Forms

v

CONTRACT CONSENT SENSITIVE DATA
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Public Tasks
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Legitimate Interest Assessment (LIA)

necessary to meet the :
purpose ST Legal basis

|ldentify a legitimate interest

Necessity test

Important? No other way?

A 4

Balancing test

Expectation of others Value-added? Negative impact?




& https://privacy.microsoft.com/en-us/privacystatement

B® Microsoft

~ Expand All

= Print

Microsoft Privacy Statement

Last Updated: March 2019 What's new?

Your privacy is important to us. This privacy statement explains the personal data Microsoft processes, how Microsoft processes it and for what purposes.

Microsoft offers a wide range of products, including server products used to help operate enterprises worldwide, devices you use in your home, software that students
use at school, and services developers use to create and host what's next. References to Microsoft products in this statement include Microsoft services, websites, apps.
software, servers, and devices.

Please read the product-specific details in this privacy statement. which provide additional relevant information. This statement applies to the interactions Microsoft has
with you and the Microsoft products listed below, as well as other Microsoft products that display this statement.

Personal data we collect Personal data we collect

How we use personal data

Reasons we share personal data i . . i .
Microsoft collects data from you, through our interactions with you and through our products. You provide

How to access and contral your personal data some of this data directly, and we get scme of it by collecting data about your interactions, use, and

Cookies and similar technologies experiences with our products. The data we collect depends on the context of your interactions with Microsoft

and the choices you make, including your privacy settings and the products and features you use. We also

Products provided by your organization—notice to end users obtain data about you from third parties.

Microsoft account If you represent an organization, such as a business or schoal, that utilizes Enterprise and Developer Products

Other important privacy information ~ from Microsoft, please see the Enterprise and developer products section of this privacy statement to learn how
we process your data.

Product-specific details: You have choices when it comes to the technology you use and the data you share. When we ask you to

Enterprise and developer products provide personal data, you can decline. Many of our products require some personal data to provide you with a
= Vi = R N
service. If you choose not to provide data necessary to provide you with a product or feature, you cannot use

Productivity and communications products that product or feature. Likewise, where we need to collect personal data by law or to enter into or carry out a
Search and artificial intelligence ~ contract with you, and you do not provide the data, we will not be able to enter into the contract; or if this

relates to an existing product you're using, we may have to suspend or cancel it. We will notify you if this is the
Windows case at the time. Where providing the data is optional, and you choose not to share personal data, features like

Entertainment and related services ~ personalization that use such data will not work for you.
Microsoft Health services - Learn more

Top of page



2% Microsoft

Create an account

If you already sign in to a Windows PC, tablet, or phone, Xbox Live, Outlook.com, or OneDrive,
use that email address to sign in. Otherwise, create a new Qutlook.com email address.

First name Last name

User name

Mew email @outlook.com =

Password

B-character minimurm; case sensitive

Reenter password

Country/region

[ United Kingdom

Birthdate

Monih s Day
Gender

| Select...

Your date of birth helps us provide you with
things like age-appropriate settings. We
won't display it without your permission.

Ak

) (Vear

Help us protect your info

Your phone number helps us keep your account secure.



HUARAUTU!

Welcome!

* aunnulilsTuduiiaindamein

province do you currently reside in?

* HuHUBLNABNATI | Confirm your email ® Tifin ( A.A. ) | Birth year

address
¢ G'Iﬂ;m’éiu | Nickname
¢ %ﬁ]ﬁﬁﬂ | First name
* wNdna | Last name

* anldidatinludazls | What size t-
shirt do you wear?

®* A | Gender

® #@aMUNMNENTH | What s your marital
status

* daninfiarAvagiulagin | Which

waslnsAnyiiaia | Mobile phone

vaudazls | What is your favorite
color?

LINE ID (WaFuauans1ga | For latest
updates)

wilidaianaulainaumuAngaigana
agl7 | What's the latest book or online

content you read / watched?

Aminatinazls | What is your
affiliation?



Customer

Solicited actively
requested

Unsolicited Consent needed

Newsletters and direct marketing to the customer e Consent

Service notifications e Legitimate interest

Profiled direct marketing e Consent

Providing similar products or services in the context [ Legitimate interest

of a customer relationship

Social Network Request e TOS



Join or log in to Facebook

facebook /s

Data Policy

This Policy describes the information we process to support Facebook, Instagram, Messenger and other products and features offered
by Facebook (Facebook Products or Products). You can find additional tocls and information in the Facebook settings and Instagram

seftings.

Il. How do we use this information?

We use the information that we have (subject to choices you make) as described below, and to provide and support the Facebook
Products and related services described in the Facebook Terms and Instagram Terms. Here's how:

« Face recognition: If you have it turned on, we use face recognition technology to recognise you in photos, videos and
camera experiences. The face recognition templates that we create may constitute data with special protections under
the laws of your country. Learn more about how we use face recognition technology, or control our use of this
technology in Facebook settings. If we introduce face recognition technology to your Instagram experience, we will let
you know first, and you will have control over whether we use this technology for you.

=« Ads and other sponsored content: We use the information we have about you — including information about your
interests, actions and connections — to select and personalise ads, offers and other sponsored content that we show
you. Learn more about how we select and personalise ads, and your choices over the data we use to select ads and
other sponsored content for you in the Facebook Settings and Instagram Settings.



Sharing with third-party partners

We work with third-party partners who help us provide and improve our Products or who use Facebook Business Tools to
grow their businesses, which makes it possible to operate our companies and provide free services to people around the
world. We don't sell any of your information to anyone and we never will. We also impose strict restrictions on how our
partners can use and disclose the data we provide. Here are the types of third parties that we share information with:

Partners who use our analytics services.

We provide aggregated statistics and insights that help people and businesses understand how people are engaging with
their posts, listings, Pages, videos and other content on and off the Facebook Products. For example, Page admins and
Instagram business profiles receive information about the number of people or accounts who viewed, reacted to or
commented on their posts, as well as aggregate demographic and other information that helps them understand interactions
with their Page or account.

Advertisers.

We provide advertisers with reports about the kinds of people seeing their ads and how their ads are performing, but we
don't share information that personally identifies you (information such as your name or email address that by itself can be
used to contact you or identifies who you are) unless you give us permission. For example, we provide general demographic
and interest information to advertisers (for example, that an ad was seen by a woman between the ages of 25 and 34 who
lives in Madrid and likes software engineering) to help them better understand their audience. We also confirm which
Facebook ads led you to make a purchase or take an action with an advertiser.

Measurement partners.

We share information about you with companies that aggregate it to provide analytics and measurement reports to our
partners.

Partners offering goods and services in our Products.

When you subscribe to receive premium content, or buy something from a seller in our Products, the content creator or
seller can receive your public information and other information that you share with them, as well as the information needed
to complete the transaction, including shipping and contact details.



Join Now

Linked in SignIn

Privacy Policy

To learn more about Privacy at LinkedIn please visit our Privacy Hub.

Effective May 8, 2018
Our Privacy Policy has been updated. Click here to see a
summary of changes.

Table of Contents:
Introduction

See a guided tour of the main changes Data We Collect

How We Use Your Data

Your Privacy Matters Hou We Shore

Linkedin's mission is to connect the world's professionals to Information

allow them to be more productive and successful. Central to
this mission is our commitment to be transparent about the

Your Choices &

Obligations
data we collect about you, how it is used and with whom it is
shared. Other Important
Information

This Privacy Policy applies when you use our Services
(described below). We offer our users choices about the
data we collect, use and share as described in this Privacy

2.1 Services
We use your data to authorize access to our Services.

Stay Connected

Qur Services allow you to stay in touch and up to date with colleagues, partners, clients, and
other professional contacts. To do so, you will “connect” with the professionals who you choose,
and who also wish to “connect” with you. Subject to your settings, when you connect with other
Members, you will be able to search each others’ connections in order to exchange professional
opportunities.

We will use data about you (such as your profile, profiles you have viewed or data provided
through address book uploads or partner integrations) to help others find your profile, suggest
connections for you and others (e.g. Members who share your contacts or job experiences) and
enable you to invite others to become a Member and connect with you. You can also opt-in to
allow us to use your precise location or proximity to others for certain tasks (e.g. to suggest other
nearby Members for you to connect with, calculate the commute to a new job, or notify your
connections that you are at a professional event).

It is your choice whether to invite someone to our Services, send a connection féquest, or allow
another Member to become your connection. When you invite someone to connect with you,
your invitation will include your name, photo, network and contact information. We will send
invitation reminders to the person you invited. You can choose whether or not to share your own
list of connections with your connections.

Visitors have choices about how we use their data.

5. Other Important Information

5.1. Security

We implement security safeguards designed to protect your data, such as HTTPS. We regularly
menitor our systems for pessible vulnerabilities and attacks. However, we cannot warrant the
security of any information that you send us. There is no guarantee that data may not be
accessed, disclosed, altered, or destroyed by breach of any of our physical, technical, or
managerial safeguards. Please visit our Safety Center for additional information about safely
using our Services, including two-factor authentication.

5.2. Cross-Border Data Transfers

\We process data both inside and outside of the United States and rely on legally-provided
mechanizms to lawfully transfer data across borders. Learn more. Countries where we process
data may have laws which are different, and potentially not as protective, as the laws of your
own country.

5.3 Lawful Bases for Processing

We will only collect and process personal data about you where we have lawful bases. Lawiul
for the performance of a contract with you (.. 1o deliver the Linkedin Services you have
Tequest=d)) and “legitimate interests™ Learn more.

Where we rely on your consent to process personal data, you have the right to withdraw or
decline your consent at any time and where we rely on legitimate interests, you have the right to
object. Learn More. If you have any questions about the lawful bases upon which we collect and
use your personal data. please contact our Data Protection Officer here.

5.4, Direct Marketing and Do Not Track Signals

We currently do not share personal data with third parties for their direct marketing purposes
without your permission. Learn more about this and about our response to “do not track”
signals.
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Subscribe to marketing updates

To subscribe to marketing updates from simply fill out the form below.

If you are a student please add your university name and postcode rather than your practice name and postcode.

Plezse review our Privacy Policy - which provides information on how we use and process your data - You can slso contact us at any
time if you ng longer wish to receive direct marketing for any of the above purposes by e-mailing

We would like to send you news, offers and information about I products and services.

@ Email
@ SM35
] Telephone
@ Post

Name *

Email address *



Yes please, keep me up-to-date via email:

B with the latest news and special offers from

- genuinely relevant offers and news from our sister brands in the For a list
of our brands please go here http://www |

- with genuinely relevant offers and promotions from ON behalf of our carefully selected
partners. These emails will always be sent by us.

| consent | do not consent To marketing activities

Send you relevant marketing infermation and carry out market research about our preducts and services so that you don't miss
out on current offers. We normally contact our customers by automated or electronic means including e-mail, phone (e.g. SM5,
MMS, fax). We sometimes use other means such as web sites. mobile apps. post or automated calls.

| consent | do not consent To profiling activities

Analyse your personal preferences, interests or behaviours so that we can send you customised communications that we think
you might like.

| consent | do not consent
To the communication of the Data to third parties for their own marketing activities

Share your data with companies in our group and selected partners with whom we work closely sao that they can send you relevant
offers which might interest you. This could include partners in the automotive, financial. insurance and telecommunication
sectors. We normally contact our customers by automated or electronic means including e-mail. phone (e.g. SMS, MMS5, fax). We
sometimes use other means such as web sites, mobile apps. post or automated calls.



Table 1. Formats and Participation Rates, Experiment 1

Question Percent Participating
(1) [J Notify me about more health 48.2
SUrveys.
(1) J Do NOT notify me about more 96.3
health surveys.
(3) 1 Notify me about more health 73.8
surveys.
(4) 1 Do NOT notify me about more 69.2

health surveys.

Eric J Johnson, Steven Bellman & Gerald L Lohse, Defaults, Framing and Privacy: Why Opting
In-Opting Out, 13 MARKETING LETTERS 11 (2002).



Table 2. Formats and Participation Rates, Experiment 2

Question Percent Participating

(1) Do NOT notify me about more health surveys.

(O Yes (@ No 76.9
(2) Do NOT notify me about more health surveys.

(O Yes (O No 70.8
(3) Do NOT notify me about more health surveys.

@® Yes (O No 44.2
(4) Notity me about more health surveys.

(O Yes (o No 59.9
(5) Notity me about more health surveys.

O Yes (O No 88.5
(6) Notify me about more health surveys.

® Yes () No 89.2

Eric J Johnson, Steven Bellman & Gerald L Lohse, Defaults, Framing and Privacy: Why Opting
In-Opting Out, 13 MARKETING LETTERS 11 (2002).



Newsletters and direct
marketing to the
customer

Service notifications

Profiled direct marketing

Providing similar
products or services in
the context of a
customer relationship

Explanation

Regular newsletters or
messages (cold emails).

The company receives
electronic contact
details of the customer
in connection with the
sale of the product or
the provision of the
service. Welfare
notifications.

Customer behaviour
patterns (based on
purchase history) are
used for targeted
messages.

The company receives
electronic contact details
of the customerin
connection with the sale
of the product or the
provision of the service.
Contact information for
direct sales of similar
products or services to
the customer may be
used.

Basis of data
processing

Consent or clear
declaration of will, for
example, entering an
email on the company’s
website in the
newsletter field or click
at tickbox. Must be able
to get out of direct
marketing.

Opt-in and Opt-out

Legitimate interest to
send notices- you can
rely on legitimate
interests for marketing
activities. However, in
case you have to show
that you use people’s
data proportionately.
Meaning, it has a
minimal privacy impact,
and people would not
be likely to object.
Opt-out

Consent, e.g.
acceptance of personal
data processing. The
right to object at any
time to the processing of
personal data. The
information shall be
provided clearly and
separately from any
other information.
Opt-in and Opt-out

The previous sale of a
product or service.
During the initial
collection of data, and
whenever the data is
used, the customer has a
clear and
understandable way to
prohibit the use of such
contact informationin a
free and easy way.
Opt-out




Recruitment (Online Application)

Contact details

Level of Education

Eg) Relatives or friends
; at the Company

Eligibility to work in
the country

Username and
password for the
online platform

Current Work with
the Company

Roles or Position

How you heard
about the Company

Work experiences
with the Group



Recruitment (Voluntary Basis)

o

O O

O

What type of
employment you
prefer;

What percentage
you are willing to
travel;

Education: school
or university,
degree, field of
study, overall
result (GPA);

Proof of academic
title;

When your
available start
date is;

Whether you are
willing to relocate;

Skills;

Other information
about yourself
that you provide
inaCV;

Work availability
such as weekends,
early shift, etc.;

Work experience:
job title, company,
location,
description,
references from
previous
employers;

Websites
(http://);

Whether you
would like to be
considered for
alternative
positions (options
yes/no);



Functional/technical and personal
skills, past experience and performance
relevant for the aspired position,
career aspirations and plans;

Further information you may decide to
disclose, such as interests, your
interest in the role or working, how
you currently work and collaborate
with others, development areas, etc.;

Information as collected by your
interview panel and compiled into a
Candidate Evaluation Scorecard
including technical capabilities,
personality traits (curiosity, creativity,
etc.), confidence to hire and leadership
capability (where relevant) to assist the
talent selection process.

=

O

Recruitment (Job interview

Other information that you provide
upon request around your expected
employment benefit package, including
(base) salary, short term incentive, long
term incentive, options, car allowance,
expense allowances, pension schemes,
healthcare benefits and other
employment benefits;

Information as observed by
interviewers in any such interview,
such as communication style, tone,
engagement, personality traits
(curiosity, creativity, etc.), team
working, collaboration, leadership
skills, and management skills to the
extent apparent from the interview
and relevant to your recruitment.

Information as collected during an
assessment or test as well as a
business-related simulation.



Right to

i Right to be
o rgazgﬁw informed
Right to

Rectification Right to Erasure

Right to Data _ _
P Portability ﬂl« Right to Object

Data Subject Rights

r|>

Right of Access

Right to Restrict
Processing




Duties & Responsibility of Data
Controllers and Data Processors

|~ &

Data Controller Data Processor



Duties & Responsibility of Data
Controllers and Data Processors

General Duties (D1)

User Requests (D3)
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(Privacy Policy

and Notices)

Purposes and Lawful Bases

Conditions of Services

Types of Data and Retention Periods

Transfer of Data

Contact Details

Data Subject Rights
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(Record of

Processing

Activities)

SR (((

Types of Data

Purposes

Controller Details

Retention Periods

Right and Process to Access

Lawful Bases

Reasons to Reject

Security Measures



Key Clauses .
M [C)oJ:\troIIer

To what extent ‘
personal data will be

processed and what if Data
there is an accident? ‘
Processor

|

Processing s I »  Inthe case of

only if = = security
instructed incident

Prompt
notification




Adequacy Decision (10151 28 2556 1]

Appropriate Safeguards

I e Y,
ﬁﬂﬁiﬂiﬂquﬂﬂﬂ . Legal binding instrument between public
I cuq/ authorities (1]
ﬁ]uuﬂﬂtﬂﬂﬂﬂ - Binding corporate rules [1]
!
sivalssung
(Cross-border + Legal ctaim [1]
- Explicit consent (2]
Data TranSfer) - Necessary for pre-contractual measures (3]

 Necessary for data subject’s interest [4)
- Vital interest [5]

- Important Public Interest (6]
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TDPG2.0

Data
Classification

Data Policy

Data Discovery
Data Proliferation
Data Risk Level
Data Protection

Special Categories
/ Sensitive Data

Lawful Basis for
Processing

Contract
Consent

Vital Interest
Legal Obligation
Public Task

Legitimate Interest

Controllers &
Processors

Duties &
Responsibilities

Data Processing
Agreement

User Requests

Government
Requests

DPIA (Data
Protection
Impact
Assessment)

Cross-Border
Data Transfer

QB

Anonymisation



IDPG 2.0
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Data Classification

Lawful Basis (Contract v. Consent)

n1svan Privacy Policy

Privacy Notice

DPO

Data Processing Agreement

Cross Border

Anonymisation/Pseudonymisation

Data Protection Impact Assessment

Due Diligence

=

annuwaadulkaa
Iondislasvnis

19 NUATWUS 2563
1921 08.30 - 17.00 u.

Isvnsu3dulaasaaudiuuda

Aravn:udgu 10,000 un
dounuIWwuIGunazdisavnuvidaniv
02-218-2017 ao 216, 226
lawchula.ldre@gmail.com



Chula Data Protection Program 2019-2020

Data Protection
Officer

Assign key roles and
responsibilities for
privacy management

Reporting Mechanism

Ensure senior management
are routinely informed about
privacy issues

Privacy Policy &

Pll and its
prioritization

Training
Ensure staffs
understand their
PROJECT privacy obligations
START and roles
MAY

Q3

Embed: a culture

of privacy that
enables
compliance

priv

Personal Data Review
Identify & locate all

Establish: robust

and effective

procedures and

Privacy by Design

Privacy Enquiries &
Complaints

Establish processes for
receiving and responding to
privacynenquiries and

Data Flow & Mapping ©°™Plaints Breach Response

Develop & maintain Plan
processes around PII Create a data breach
collection response plan

Implement Risk Right to Access

Management & Rectification
identify. assess and Establish processes for

e : data subjects to
manage privacy risks

promptly and easily
access and correct thei
personal information

across the business

NOV FEB

Q4

Ql

Evaluate: privacy

practices,
procedures and
systems to ensure
continued
effectiveness

acy practices,

systems

MAR

Monitor & Review

Measure our performance
against this privacy plan

Compliance Documentation

Document compliance with privacy
obligations, including keeping
records on privacy process reviews,
breaches and complaints

Audit & Adjust

Use the results of
evaluations to
improve privacy
processes

APR MAY



Q/A

piyabutr.b@chula.ac.th
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